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Foreword

ZORIEIL, EFEETRENZ L B> TV SETH S,
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R T 5, —EEIEAEY 2 A6 - [BHRS AT AEERRIY, FiFE, BEARRORHFHEXY
ERFEEICEDIMERIZDONT, EEFE 2480,

This standard is copyrighted work protected by copyright laws.

Attention should be drawn to the possibility that a part of this Standard may conflict with a patent right, application
for a patent right after opening to the public or utility model right which have technical properties. The Japan Business
Machine and Information System Industries Association is not responsible for identifying the patent right, application

of a patent right after opening to the public and utility model right which have the technical properties of this kind.
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F3X (Introduction)

BB ERIMOES - ERIZH, ZEBBERED - —ANEE>TWV 5,

N—RIE—FNA R (HCD) FEHKHETIL, £ DA—H—7H" CC (Common Criteria, ISO/IEC
15408) FRFEZEE L, HCD B E0FIZROSNDI v F 2 ) T4+ BHEPRERY2EELE [TurrYy
avy7/m7y AN &L TVSD té@%»m?@#~#%f%%

CRREALIIHEBME X 2 ) T BRI T RBTH 24, CCRIEET VM EFaV T+
%m@bAw%m?hEﬂ@w TOR®, RERITTIEZS, ﬁ741%%tbfﬁﬁ?é@k L7
tFa VT KRR OWEZ BIRT SRITEANEL B,

B REEE 217D 12 HCD 24 7 4 ATHEALAGE, ¥ Fa VT 1 VRAIBEKET D20, &
T4 AR UTHETI X 2V T AR R L TV ENE I N2 R T SRR L T D ENDH
%,

ZOHT, SEIFA 7+ AEBRL LT, ZE—NAT 1A, =LA T4 22—V —mIJOERN L
FalT 1 EheERTOEELERT D,

The need for a secure working environment is increasing with the progress and spread of information and
communications technology.

With hard copy device (HCD) office equipment, it is common practice for many manufacturers to acquire CC
(Common Criteria, ISO/IEC 15408) certification and demonstrate to customers that they meet the Protection Profile,
which defines the security requirements, environment, and so on required for HCD product areas.

While CC certification is a standard that guarantees relatively high security functionality, there is no indicator that
shows the level of security functionality for models other than CC certified models. This causes confusion when
selecting a model that has appropriate security functionality for use as office equipment and not intended for home use.

If HCDs are used in the office without proper model selection, security risks are introduced. It is necessary to

establish an index that can judge whether or not the appropriate security functionality is satisfied as office equipment.
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Among them, this time, as office equipment, we will create an index that defines the basic security requirements for

small office, home office users.

1 EFEE (Scope)

ZDOHARIA UL, BRI, X2V 7+ EH, V7 Ny 7ES, HMSSHEA LR TERMEA
M—=YDTF—4R#E, Ay bV —U 72 RE, ARZMEFEME PSTN) FAX &4 v b7 —27 DoE
BE, N—=RIE—=FNA R (HCD) 2R#ETLI-DDEAN X2V T+ BEREEREL TS, &
NS 7 4 AR —LF 7 4 ADA—YF—[AIHZ, TV E—, AF v F—, F7v IR, TIXIL
:E—%,?9&»@%&@8@%vbv—?%%%ﬁthmDmﬁﬁﬂ%?%é

IDHARITAVIE, BFaVT1DIFEAEDERMYENERFIZ L > TREI NS, NNIK TR

RERUERIEZBEL TS, TOXDRBIETIE, BE, HCD NOYENZ T 7 A Z2HIRL, I
—AXIMDFETRARA VA —F v MNOREINL LAN IZERTLILITLY, TOREDANS
RETLIBENOYENIZERBENIEREINT VD LIRET D, NMIRERA T 1 AR —LA T+
A%, ZORBEOHREINLFITH S,

IDHA RIAVITHRINTOWDIEMRE, TV A—T I3 XBEOR/N X2 ) 7« BHEEHET D
HCD DEEFZED CC(Common Criteria, ISO/IEC 15408) FREEIZRDDED TRV LIZTIER L TLZ X0,
BlzZIE, cC WEETEKRINDG, BEET —FDERK, HET X MRS, EMBORELR DAL, EY)
LI NTOER A,

This guideline defines basic security requirements for the protection of hard copy devices (HCDs) including
identification and authentication, security management, software update, field-replaceable nonvolatile storage data
protection, network data protection and public switched telephone network (PSTN) fax-network separation.

It can be applied to HCD with network functions including printers, scanners, fax machines, digital copiers, and
digital multi-function machines, specifically for small office and home office users.

This guideline assumes a small, private information processing environment in which most elements of security
are provided by the physical environment. In such an environment is assumed to be physically and logically
protected from Threats originating from outside of that environment, typically by limiting physical access to the
HCD and connecting it to a LAN that is protected from the public Internet by router or other means. A small office
or home office would be a typical example of this environment.

Please note that the requirements outlined in this guidelines are not intended to replace the existing CC (Common
Criteria, ISO/IEC 15408) certification for hardcopy devices which ensure the minimum-security requirements for
enterprise environment. For example, aspects being required in CC certification such as audit data generation, self-test

capabilities, and protection of key material are not adequately addressed.

2 5| (Normative references)

Z DRI, BIEFBEIERN,

There are no normative references in this document.
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3 FERUER

ZOHRBTHAVS ERAERVTERIE, RIZED

3.1

HCD (Hard Copy Device)
Hard Copy Device DE&EE, ZDFHUENHE L TE2 Y NV —IER ED TV V& —, AFxvF—, 7
7IRA, TYZNAE—BEROT D ZIVEEREDIRIR

3.2

HERER

HWEEESE, BAFzv Iy — MNRUZOHEER TER I NS ER

FIR1 IBMIA DY = 734 MATAREX NS,

FR2 BEFvIrY—TR, GERER L RIBERITARERESRT S,

3.3
BEERITLRIER
COHRTERTEL X)) 7+ BHICET SREEFACRAAE L THE L ZBURERE, 720k
CRARY = 7Y 1 NEOBEFE R ARER
FR1 HCD RO/ XU PC EDEEY —)LH GUI ¥ WEB Ul 2 ¥ DEEIZRRT 2EEHIEDERN
=&,

3.4
EfFIvoI—k
COERTERTEZFa) T BHE2HEL TV I L 2BERIZAN TS 2DV E—IERKT S
HEERD—D

FR1 BEREUARERHNIER T2 ICT#EI RV EEDNI AR ELEHT 5.

FR2 FlfROmEER 2SR TX 5,

3.5
HEEHR
BhFzvry—nosRIN, Flfke UTREINSHFEER
FR1 HCD XU/ XUE PC EOEEY—ILHS GUI > WEB Ul DEEIZIEEFIEDENERTTIHE
I, BEY Y 7 FyE2@EERY T528 T, HCD #ERORNEZEERTEX 5591275,

3.6
X171
COHMRIZE T2 F 2 ) 7 BREEHERONBESEDOE X2V 7 IR E L2 5 X 238E
AR X2V FBREITE, Ay NI EBRICEADSRERRLICEDSEE, DRV XL
INAT — R EOBRIFZRGEEHROBRILER, HCDHIEBEESRIC T 7 2 A 5RICERAT 2
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RAETEHRCWI-FilER /N T A =2 R 8 EEN 5.

3.7
Akl

HCD WEENR L T2EHDT 7Y hOFNS, EEEPI— V-2 —RBIIRETLIZL
ERL EET AT Y N EEEULOVHCDDSEAL, HBAIKSEEE € 2700,

3.8
e

BEEPLI—YF—-DNARATHD I EIHTLI L

3.9
S

HCD O—¥X 3L 2 BH T IER2EL, TO7 7Y aryNHCD t¥a )5+ It EL2 525
I AE

3.10
—fg1——
FNA AR AT HERIZH B, LFa YT 1 BELMEUIEET SRR 21— —

3.1

el
TAREHENEETHD LS L
ERL I ARREN LN L ERT,

3.12
FIVIESZ

F=ANONY Y 2 EF>THEA IV A MEERL, BOOMBERTHES/ILLAEZED

FR1 TYURNEBLZIIARBESHEN2EATAIET, TXADREMERIETLIENTX S,

3.13
Jx7ULRUDT
SSD (Solid State Drive) ZIZFHWS6NBE 75 v Y a AT DIRBEEFICIFEXIHMZREEELH 5 70,
BEDTBHEFIZEXAANEF LRV E D ITEXAAME 2 DB BB EHf
IR OV hO—JIlE > TEZRAAMENDET 5720, wENZHIREZITS 2 L THIRT—42 D
BrldRE# L 25,

3.14
KEsstE
HCD Dt Fal) 54 2B IIRFTROFEENIFRAE LU IIEZIIBIISF2 ) 714 LOXM
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WHHI L
AR VT Uo7 OMFEELISNT, ¥ a2 T EOREDSTHELREIIENTE, BHENH D
LVObNBZeNH5,
3.15
BR

XaV T4 LDV AT eHEIEIER
AR BRCHETFEENCTUO <X a )T LDYRINEL S,

3.16
TJ7—LJI7
BFHEROFELEIET 5/, RMERITEHARAENZY 7 v

3.17
TPA7I74—=)

SERA Y U —2 LB Y b —JDRIICERIT O, BEEHFATEINENEHMTEY I MUY
RO/ XIIN—RI =27V AT A

FR1 AHAY NU—IANDRET VXA EBIETH I ENTED,

3.18
PSTN (Public Switched Telephone Networks)
RARZEFHEDOZ &
1 HCDTIIPSINZ 7 V AET A (77 7 AR BEMIER T2 /- ODREZEHEE) OERHRELIC
%5,

3.19
BREEY T A
ETFHBREBRTOIN— RV T7 R/ IV 7 V27 &eN—Va VEERTEV AT A

3.20
ESVANIESIL - ]
AV R—2v NEIZIP2FEAL, FTVAR—NETTCP KU/ XILUDP 2FEHTE 4y T —2 Y
— & AHRE
R COMKTIE, AV NT—2A4 VB —T7 2 —ABOERAE (BRLAN, EHRLANZY) X
FE LR,

4 tFa1UT1BEEH

41 HE

COHBTHRETSF 2 ) T HEEEMR, RIZLD, FMAMSIHEEHRD, ZLTOHEENERML
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421  EMEEEOERT
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b) EEEEH
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d) FERIRE
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1) BEHZEZ-RIENTOHEEIIERL L BIAIE, EEETY IV Y MERELLRWIZAT —R
WRZIFTEAE),
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422 TFTIAIVESNRAT—RDEE
a) EfID:1A-2
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d) MEERIEE
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